NEQATOrAM 06 UHOOPMALIMOHHON BE3ONACHOCTU

Korga peuyb 3axoaut 06 wHdOpMauUMOHHOMK 6e30nacHoCTU, O6blYHO Mbl HadyuMHAeM AyMmatb O
KOMMblOTEpPAX, CETAX, MHTEpPHETe N xakepax. Ho ans obpasoBaTenbHOW cpeabl NpobseMa CTOUT LWunpe:
B Orpa)AeHUM yyallerocs ot MHPopMaunm, KoTopasi MOXET HEraTMBHO NOB/UATbL Ha ero bopMmMpoBaHMe
M pasBUTME, TO eCTb O NponaraHae pas/IMYHOM HaNpaBAEHHOCTHU.

MoHsiTne nHcpopMmaumMoHHON 6e30nacHOCTH

Moa MHCbOpMaLI,I/IOHHOl\/i 6e30nacHOCTb0 MOHMMAETCs 3alUMLLEHHOCTb VIH(bOpMaLl,MOHHOﬁ CNCTEMbI OT
cnyanHoro nin npeaHamMepeHHoro BMeEWaTesibCTBa, HaAHOCALILENo YLLI,ep6 BnaaenbuaM  UIn
nonb30BaTeaMm MHCbOpMaLlMM.

Ha npakTuke BaXXHENLW MMM ABASIOTCA TpU acnekTa nHdbopMaumMoHHon 6e30nacHoCTu:

. OOCTYMHOCTb (BO3MOXHOCTb 3a pa3yMHoe BpeMsi nony4dnTb Tpebyemyio MHGOPMaLMOHHYIO
yenyry);

. LEeNOCTHOCTb (aKTyanbHOCTb W HENpOTMBOPEYMBOCTb WMHGPOPMauuM, ee 3alMLEeHHOCTb OT
pa3pyLeHnss U HECAHKLUMOHMPOBAHHOIO N3MEHEHMS);

. KOH(PMAEHUNANbHOCTb (3alunTa OT HECAHKLUMOHNPOBAHHOIO MPOYTEHMUS).

HapylweHusa fOoCTYNHOCTWU, LEeNOCTHOCTU WU KOHCbM,D,eHLI,MaJ'IbHOCTM VIHCbOpMaLI,MM MOTryT ObITb BbI3BaHbI
pa3nnyHbIiMMN OonacCHbIMU BO34ENCTBUAMUN Ha I/IHCbOpMaLI,VIOHHbIe KOMMNbKOTEPHbIE CUCTEMDI.

OCHOBHbIe yrpo3bl MH(POPpMaLMOHHOW 6e30NacHOCTHU

CoBpeMeHHas WHMOpPMaUMOHHAs CUCTEMa NpeacTaBnseTr coboi CMOXHYH CUCTEMY, COCTOSILLYIO U3
60NbLIOro Yncia KOMMNOHEHTOB Pa3/IMYHON CTEMEHN aBTOHOMHOCTU, KOTOpblE CBA3aHbl Mexay coboi um
obMeHuBalTC AaHHbIMU. [MpaKTUUYEeCKM KaXAblll KOMMOHEHT MOXET MNOABEpPrHyTbCsi BHELIHEMY
BO34ENCTBUIO UNU BbIUTU U3 CTpos. KOMMOHEHTbl aBTOMaTU3WPOBAHHON WMHMOPMALMOHHON CUCTEMBI
MOXHO pa3buTb Ha crneayowme rpynnbl:

AnnapartHbie cpeacTBa. DTO KOMMbIOTEPbl M WX COCTaBHble 4acTu (Npoueccopbli, MOHWUTOPHI,
TepMUHanbl, nepudepuitHble yCTPOKCTBA — NPUHTEPbLI, KOHTPOAepbl, kKabenn, NMHUKN CBA3U U T.4.);
fMporpammMmHoe obecneyeHune. DTo NpnobpeTeHHble NPorpaMMbl, UCXoAHble, 06bEeKTHbIe, 3arpy304Hble
MOAYM; OnepauMoHHble CUCTEMbI U CUCTEMHbIE MporpamMmmbl (KOMAOWMASTOPbI, KOMMOHOBLUWMKN U Ap.),
YTUINTbI, AMAarHOCTUYECKNE MPOrpaMmbl U T.4.;

AdaHHble, XpaHMble BPEMEHHO U MOCTOSAHHO, Ha AMCKax, GN3WKax, NeyaTHble, apXMBbl, CUCTEMHbIE
XXypHanbl U T.4.;

MepcoHan. Nonb3oBaTtenu, CUCTEMHbIE aAMUHUCTPATOPbI, MPOrPaMMUCTbI U Ap.

OnacHble BO34ENCTBMS Ha KOMMbIOTEPHYK MHMOOPMAUMOHHYIO CUCTEMY MOXHO MOApPa3AenvMTb Ha
CryYalHble M npeAHaMepeHHble. AHanM3 OnblTa MPOEKTUPOBAHUSA, WU3rOTOBMEHUS WM 3KCMyaTaumu
MH(POPMALMOHHBIX CUCTEM MOKa3blBAaEeT, 4YTO WHdOpMauus noaBepraeTcs pasfMyHbIM ClydYanHbIM
BO3ZENCTBMSIM Ha BCeX 3Tanax UMKIA XWU3HU CUCTeMbl. MMPUUYMHAMKU CNydaliHbIX BO3A4ENCTBUIA MNpU
3KCnayaTauum MoryT 6biThb:

. aBapuiHble CUTYaUUN U3-3a CTUXUNHBIX 6€4CTBUIN U OTKIIOYEHUIA SNEKTPONUTAHUS;

. oTKasbl 1 cboun annapaTypbl;

o owmnbkn B NporpaMMHOM obecneyeHun;

. owmnbkn B paboTte nepcoHana;

. NOMEXN B JIMHUAX CBSA3U U3-33@ BO3AENCTBUIM BHELLIHEN cpeabl.

NpeaHamMepeHHble BO3AENCTBMSA — 3TO LUefieHanpasB/ieHHble AeNcTBua HapywuTtensa. B kKauectse

HapyLMTeNst MoryT BbICTYNaTb CAy>Xaluii, NOCETUTENb, KOHKYPEHT, HAaeMHUK. [eNCcTBUS HapywuTens
MOryT 6bITb 06YC/IOBIE€HbI PA3HbIMKU MOTUBAMMU:

. HeAO0BOIbCTBOM C/ly>Xallero cBoel Kapbepomn;
o B3ATKON;

o Nto60MnbITCTBOM;

. KOHKYPEHTHOW 6opbbon;

o CTpeM/IeHMEeM CaMoyTBepAUTLCS NOO6ON LLEeHON.



MO>HO coCcTaBuTb rMMMNOTETNHECKYIO MOA€ENIb NOTEHLUMNANIbHOIO HApyLUNTENA:

D KBanmdukaunsa HapywmTensa Ha ypoBHe pa3paboTumka AaHHOW CUCTEMBI;

. HapywuTeneMm MoxeT 6biTb KaK MOCTOPOHHEE SINLO, TaK M 3aKOHHbIN MoNb30BaTelb CUCTEMbI;
. HapyLWwuTeNto n3BectHa nHgopmMaums o NnpmHuMnax paboTbl CUCTEMDI;

o HapywwuTenb BbibMpaeT Hanbonee cnaboe 3BeHO B 3awmTE.

Hanbonee pacnpoCcTpaHEHHbIM W MHOroobpasHbiM BWUAOM KOMMbIOTEPHbLIX HapYyLIEHU SABASIETCA
HECaHKLUMOHMPOBAaHHbIM A0CTYM. HeECaHKLUMOHMPOBAHHbIM AOCTYMN UCMOMb3YET Ntobyto oWNbKy B cucTeMe
3alUnTbl N BO3MOXEH MPU HEpauWOHanbHOM Bblibope CpeACTB 3alMTbl, UX HEKOPPEKTHOW YCTaHOBKE U
HacTpolike.

MpoBeaeM knaccudumKaumilo KaHanoB HECaHKUMOHMPOBAHHOIO A0CTyna, N0 KOTOPbIM  MOXHO
OCYLLECTBUTb XULLEHNE, USMEHEHUE WUJTN YHUUTOXEHME MHDOPMaLNK:
Yepes3 yenoBeka:

o XULWeEHNne HocuTenen nHpopmaumu;

. yTeHne nHdopMauum C aKpaHa UNn KnaBmaTypbl;

. yTeHne nHdopMaumm n3 pacneyaTku.

Yepe3 nporpammy:

D rnepexsaT Naponen;

. AewndpoBka 3awmndpoBaHHON nHdopMauum;

. KonnpoBaHue MHdopMaunm Cc HocuTens.

Yepe3s annaparypy:

. NOAKJII0YEHNE cneunanbHO pa3paboTaHHbIX annapaTHbIX CpeacTB, obecneuymBarOWmMx AOCTYN K
WHdopMaumu;

D nepexeaT MOBOYHbIX 3/1EKTPOMArHUTHbLIX W3/IYYEHUI OT annapaTypbl, NIMHWA CBA3U, CETeN

NIEKTPONUTAHNA U T.A.

Ocobo cnepyeT OCTaAHOBUTBCA Ha Yrpos3ax, KOTOPbIM MOrFyT MNOABEpPraTbCs KOMMbIOTEPHbIE CEeTU.
OcHoBHast 0cO6eHHOCTb /1t060M KOMMBbIOTEPHOW CETM COCTOUT B TOM, YTO €€ KOMMNOHEHTbI pacnpeseneHbl
B NpocTpaHcTBe. CBA3b MeXAy y3/1aMu CETM OCYLLEeCTBASeTCS HU3NYECKN C MOMOLLbIO CETEBLIX JIMHUNA U
MPOrpaMMHO C MOMOLLbID MexaHu3Ma coobuieHun. Mpu 3TOM ynpasBnsawlme cooblleHns U AaHHble,
nepecbllaeMble Mexay y3fnamu ceTu, nepeparTcss B BuAe MNakeToB obMeHa. KoOMMblOTEpHble CeTu
XapaKTepHbl TEM, YTO NPOTUB HUX NPEANPUHMMAIOT TaK Ha3blBAaeMble yAaneHHble atakn. HapywwuTtenb
MOXEeT HaxoAuUTbCSA 3@ TbICSAYM KWUIIOMETPOB OT aTtakyemoro obbekTa, Mpu 3TOM HaMaAeHuio MOXeT
noaBepraTtbCsl HEe TONbKO KOHKPETHbIM KOMMbOTEP, HO M MHQOpMauusa, nepeparollascs no ceTesBbiM
KaHanam CBS3MU.

O6ecneuyeHue nHpopMmaLMOHHOW 6e30NacHOCTHU

dopMupoBaHue pexumma MHPOpMaUMOHHON 6e3omacHOCTM — npobneMa KoMniaekcHasl. Mepbl no ee
peLIEHNIO MOXHO NMoApa3aenUTb Ha NATb YPOBHEN:
1. 3akoHoAaTesIbHbIA . OTO 3aKOHbl, HOPMATUBHbIE aKTbl, CTaHAAPTbl U T.M.

HopmaTuBHO-NpaBoBas 6a3a onpegenstowas nopsaaok 3awmTbl MHGoOpMaumm:

2. MopanbHO-3TN4YECKMi. BCEBO3MOXHblE HOPMbl MOBeAEeHUs, HecobnoLeHMe KOTOpbiIX BeaeT K
NnageHnto NpPecTmxa KOHKPETHOro YenoBeka Un Lesio opraHusauumu.

3. AAMMHMUCTpaTHBHbINA. [le/icTBUs obliero xapakTtepa, npeanpuvHUMaeMble pPyKOBOACTBOM
opraHmsauum. TakMMu AOKYMEHTaMU MOryT 6biThb:

. npuKas pyKoBOAWTENS O Ha3HA4YeHMW OTBETCTBEHHOro 3a obecne4yeHune WHQOPMaALMOHHOMN
6e3onacHoCTu;

o OOJIKHOCTHbIEe 06513aHHOCTM OTBETCTBEHHOro 3a obecrneyeHme MHDOpPMaLMOHHON 6e30NaCcCHOCTH;
. nepeyeHb 3alinLaeMbiXx MHHOPMaALMOHHbBIX pecypcoB M 6a3 AaHHbIX;

. WHCTPYKUMIO,  Oonpeaensioowyo  nNopsaaok  npeaoctaBneHms  MHOpMauuMm  CTOPOHHUM

opraHusauusaM no Mx 3anpocaMm, a Takxe No npaBaM AOCTyna K Hel COTPYAHMKOB OpraHu3aumu.

4. du3nyeckmim. MexaHnyeckme, aNeKTpo- U 3/IEKTPOHHO-MEeXaHMYeCKne NpenaTCTBUS Ha BO3MOXHbIX
NYTAX NPOHUKHOBEHWUS NOTEHUMANbHbIX HapyLIUTeNen.

5. AnnapaTtHo-nporpaMMHbIi (31EKTPOHHbIE YCTPOMCTBA M CneumanbHble MNporpaMMbl 3almThbl
MHdopMaumn).

MpuHATbIE Mepbl NO co3aaHnto 6e3onacHON MHPOPMALMOHHOMN CUCTEMbI B LUKONE;



. ObecneyeHa 3aWmMTa KOMMbIOTEPOB OT BHELWHUX HECAHKLMOHUPOBAHHbLIX BO3AENCTBUN
(KoMNblOTEPHbIE BUPYChI, orndeckme 60mMb6bI, aTakm XakepoB U T. 4.)

D YCTaHOBNEH CTPOrM KOHTPOJIb 3@ 3JIEKTPOHHOW MOYTOMN, obecnedyeH MOCTOSHHbIA KOHTPO/b 3a
BXOASILEN N NCXOASLLEN KOPPEeCNOoHAEHUMNEN.

) YcTaHoBEHblI COOTBETCTBYOLWME NAaposin Ha nepcoHasnbHble MK.

. Ncnonb3oBaHbl KOHTEHT-OUAbLTPbLI, ANa dUAbTpaumn CauToB N0 UX COAEPXKUMOMY.

EaMHasi COBOKYMHOCTb BCEX 3TUX Mep, HanpaBfIEHHbIX Ha NPOTUBOAENCTBME yrpo3aM 6e30nacHOCTU C
LEeNbio CBEAEHUS K MUHUMYMY BO3MOXHOCTU yulep6a, 06pa3yoT CUCTEMY 3aLUMThI.

Cneumnanuctbl, MMeKLINE OTHOLIEHME K CUCTEME 3alMTbl AOJKHbI MOJIHOCTbIO MNpeacTaBnsTb cebe
NPpUHUKNNBbI ee DYHKLUNOHUPOBAHUSA N B CNy4Yae BOSHUKHOBEHMUSA 3aTpyAHUTENbHbIX CUTyauuii aieKBaTHO
Ha HMX pearnpoBaTb. Moa 3aWnToN AO/KHA HaXoAUTbCS BCS cucTeMa 06paboTku nHdopmaumnn.

Jlnua, 3aHuMawwumecsa obecnedyeHmeM WHGOPMaUMOHHOM 6e30MacHOCTH, AO0/MKHbI HEeCTU JIMYHYIO
OTBETCTBEHHOCTb.

HapexHas cuctemMa 3awuTbl Ao/KHA ObiTb MOMHOCTLIO MpOTEecTMpOBaHa M cornacoBaHa. 3awmTa
cTaHoBUTCA 6onee adhdekTMBHON M rMOKOM, ecniM OHa AOMNYyCKaeT M3MEHEeHMe CBOUX MapaMeTpoB CO
CTOPOHbI aAMUHUCTpaTopa.

B 3akntoyeHmne cBoero goksana xorenocb 6bl AaTh HEKOTOpblE peKOMeEHAaUNN MO OpraHn3auunun paGOTbI
B MHCIDOpMaLlMOHHOM MPOCTPAHCTBE, yTOObbI y6epel—|b cebs n cBonx 6AMU3KNX OT MHTEPHET-NPECTYNHUKOB.

PekoMeHAauum no opraHusaumm pa6orbl B MHPOPMaLMOHHOM NPOCTPaHCTBE
1. Mepea HayanoM paboTbl HEO6XO0AMMO YEeTKO chopMyNMpPOBaTL LiESb U BONPOC NoMcKa MHbOopMaLmu.

2. XenatenbHo BbipaboTaTb OMNTUMalnbHbIM anropuTM MNoucka WHdbOpMauMM B CETU WMHTEpPHET, 4uTo
3HAYUTENbHO COKPATUT BPEMS U CUJbI, 3aTPayYyeHHbIE Ha NMOMUCK.

3. 3apaHee yCTaHOBWUTb BPEMEHHbI NUMUT (2-3 yaca) paboTbl B MH(POPMALMOHHOM MPOCTPAHCTBE
(npocMoTp Tenenepenaudun, yteHne, MHTepHer).

4. Bo Bpemsa pabotbl HeobxoauMMo pAenaTtb nepepbiB Ha 5-10 MUHYT An9 CHATUA (PU3NYECKOro
Hanps>XXeHUs U 3puTeNbHOM HarpysKu.

5. Heo6xo0aAnMOo 3HaTb 3-4 yNpa)KHEHUS AN CHATUS 3PUTENbHOIO HaMNpPSXeHUa 1 GU3NYECKON YCTanocTu.
6. PaboTaTb B XOPOLLIO NPOBETPEHHOM MOMELLEHNM, MPU ONTMMANbHOM OCBELLEHMM U B YAOOHOW nose.

7. He cTOMT nerkomMbicieHHo ob6pallaTbCs CO cnam-nMcbMaMmn M 3axoamTb Ha Hebe3onacHble Be6-calThbl.
[Nns MHTEpPHET-NPeCcTYNHUKOB Bbl CTAHOBUTECH JIErKoM A06bIYEN.

8. Mpw perncrpaumm B coumasnbHbIX CETSAX, He yKasblBaliTe CBOM NMepcoHasibHble AaHHble, HanpuMep:
aapec Uin AeHb POXAEHMS.

9. He ncnonb3yiite B NOrMHE WM NapoJsie NepcoHanbHble AaHHbIE.

10. Bce 3710 No3BONSIET MHTEPHET-NPECTYNHUKAM MONYYNTb AaHHbIE AOCTYyNa K akKayHTaM 3/IeKTPOHHOM
MouyTbl, @ Takxe UHdMUuMpoBaTb AoMawHue MK ans BkAw4YeHUs nx B 60T-CceTb MM AN NOXULLEHUS
6aHKOBCKMX AaHHbIX poaAnTeENnen.

11. Co3paiite co6CTBEHHbIM Npoduab Ha KOMMNbOTEpPEe, YTOObLI 06e30nacnTb NHPOPMALIMIO, XPaHSLYOCS
Ha HEeM.

12. He 3a6biBaiiTe, 4To haKTbl, O KOTOPbIX Bbl Y3HaeTe B MHTEpHETe, HY)KHO OYE€Hb XOPOLLO NPOBEPUTD,
ecnu BbibyaeTe NCNONb30BaTb UX B CBOEWN AoMalLHel paboTe. LlenecoobpasHo cpaBHUTL TPU UCTOYHMKA
NHdOopMaLMK, Npexae YEM penTb, KAKUM UCTOYHMKAM MOXHO 40BEpSTh.

13. O gocroBepHOCTM MHMDOPMaLMnM, NOMELLEHHOM Ha CalTe MOXHO CyAWUTb MO CaMOMy CauTy, y3HaB 06
aBTopax cauTa.



14. Pa3mewasa nHpopmaumo o cebe, cBOMX BIN3KUX U 3HAKOMbIX Ha CTpaHWULAX COUMANbHbIX CETEN,
CNpoCUTE NpeaBapuUTENbHO pa3pelleHne y TeX, 0 KoM byaeT 3Ta uHdopMaLuus.

15. He cneayet pa3MellaTb Ha cTpaHuuax Beb-cantos ceon doTtorpadpmm u dotorpadumm cBomx 6anM3Kux
N 3HAaKOMbIX, 3@ KOTOpble BaM NOTOM MOXeT 6bITb CTbIAHO.

16. Cobniopante npaBuna 3TMKM npu obuweHun B MHTepHeTe: rpyboCcTb NpOBOUMPYET APYrMX Ha Takoe
Xe noBeaeHue.

17. Wcnonb3ysa B cBoen paboTte MaTepuan, B3ATbIM M3 WMHPOPMAULMOHHOINO WCTOYHMKA (KHUra,
nepuogmyeckas nedatb, IHTepHeT), cneayeT ykasaTb 3TOT UCTOYHMK MHGOpMaumn Ui caenatb Ha Hero
CCbINIKY, ecnn MmaTepunan 6bin Bamm nepepaboTaH.



